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FROM THE EDITOR

Who’s in Charge Here?

WRITTEN BY SEAN RHODY

About the Author

Sean Rhody is the editor-in-chief of SOA World Magazine. He is a respected industry expert and a consultant with a leading 

consulting services company. sean@sys-con.com

You know, I love an election year. The drama, the emotion, the positioning, it all 
makes me think about running for office myself – or at least going through the mo-
tions to generate a large war chest that I can dip into (I AM from New Jersey, it’s a 

time-honored tradition). Oh, wait a minute this isn’t an election year. Not that you’d know it 
from the slew of politicians tossing their hats in the ring. I guess it’s a good idea to get in the 
race early if you’re aiming for the brass ring.
 Service Oriented Architecture is a complicated endeavor: it provides great flexibility in 
implementing business functionality at the cost of additional management and oversight. 
 Some part of that additional management responsibility falls on the shoulders of a new 
breed of software – the composite application, which is made up of services combined into 
processes. What used to take place in a single application now takes place across a network 
where messages inform services and processes control functionality.
 But there’s another set of management tasks that don’t have software realization – they fall 
squarely in the lap of human management. We usually refer to these tasks as SOA governance.
 Governance is all the tasks that revolve around managing business processes in a service 
environment except possibly those that actually get imple-
mented in software. Even those have a definition phase 
that relies on human interaction and approval processes 
for final implementation.
 Defining services, and composing business processes 
out of services, isn’t simple. It requires cooperation among 
multiple groups in most cases and usually involves the 
coordination of competing priorities. For example, one or-
ganization I worked with in the past had over 100 separate 
ways to calculate the details of a customer account. Part of this was simply systems history 
as methods for determining the account evolved over time as systems were added. Another 
part of the puzzle revolved around the fact that different groups in the organization had 
different needs and requirements for systems relating to the customer account. So each 
individual fiefdom created its own slightly different version of the mechanism for deter-
mining the account. The end result – a nightmare of similar methods that conceptually all 
did the same thing – but were divergent in one or more ways from one another.
Rationalizing a single method of evaluating the value of a client account from over a 
hundred variants is a challenging exercise, but it’s ultimately achievable. But only if SOA 
governance provides a means of resolving issues. 
 And these issues, while not technical, can prove to be the most serious threat to actually 
implementing a Service Oriented Architecture. Because they’re the ones that can stop a project 
in its tracks, cancel its funding, and subvert technical goals for business or political reasons.
 Take the client account, for example. While it may make absolute sense from a technical 
perspective to have a single view of the customer and his accounts, it may not make politi-
cal sense to the parties that currently have control of the fragmented solitary views of that 
same customer account. Governance under such circumstances is as much about driving 
political and organizational change as it is about determining the best technical approach 
to software development in a services environment.
 This is the most underestimated and undervalued aspect of Service Oriented Archi-
tecture – its capacity to become a change agent in an organization based on the need for 
consolidating and rationalizing the service catalog. With proper planning and the right 
backing, the case for change can be a powerful weapon for the entire organization. Without 
such backing, governance issues and organizational politics can easily defeat an SOA effort 
regardless of the technical feasibility of the implementation.   

The most underestimated and 
undervalued aspect of SOA



4  March 2007 www.SOA.sys-con.com

Understanding SOA 
Architectures and Models
The SOA reference model PART1

MODELS

A few people who have been reading my blog and this 
column, and listening to my podcast, as well as read-
ing other SOA blogs and articles, have become a bit 

confused pertaining to the notions of:
• SOA Reference Model(s) 
• SOA Reference Architecture(s) 

And how all of this works and plays with
• Enterprise Architecture

 I spent a few hours of my weekend attempting to research and define these concepts a 
bit better, in essence, taking everyone’s opinions and normalizing them so they make better 
sense. What I found were many of the same notions, defined differently, but all attempting 
to solve the same problems. Seems to be a common theme within the world of SOA, but I 
digress.
 Indeed, there are many definitions for the above concepts (not those terms specifically) 
that are now being defined by guys like me, standards organizations such as OASIS and the 
Open Group, and vendors such as IBM, BEA, WebMethods, and TIBCO. Sometimes they 
align; most of the time they don’t. 
 Who’s right? I’m not sure this is a matter of right and wrong, but perhaps it’s time we 
come up with some common definitions and shared vision, as I’ve been saying. I do think 
we are moving in that direction, albeit slowly, and I think that just agreeing on semantics 
will be a huge accomplishment in this emerging space. 
 I’ll tell you what I know; you can make your own choices. Let’s begin by exploring the 
concepts being put forth by the standards organizations. This will be backing up a bit from 
the recent posts and columns that have basically restated and commented on the news; I’m 
attempting to provide better context. Also, to avoid the many e-mails and comments I get 
when writing about this stuff from those who write the standards and define these terms, 
I’m going to be quoting more than I typically do. Also, I engaged an insider for fact-check-
ing, JPL’s Jeffrey A. Estefan, who is authoring the standards. Of course, I have to add my 2 
cents.  Here goes... 

SOA Reference Model
 Now let’s explore the concept of the SOA Reference Model, also a product of OASIS, and 
how the SOA Reference Model and SOA Reference Architecture relate to each other. 
From the OASIS Reference Model for Service-Oriented Architecture. 

      A reference model is an abstract framework for understanding significant relationships 
among the entities of some environment. It enables the development of specific reference or 
concrete architectures using consistent standards or specifications supporting that environ-
ment. A reference model consists of a minimal set of unifying concepts, axioms and rela-
tionships within a particular problem domain, and is independent of specific standards, 
technologies, implementations, or other concrete details.
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The fi rst wave of integrating storage, computing, and net-

working hardware helped businesses move from client/server 

to Internet-based peer-to-peer networks. A second wave of 

integrating applications on top of the hardware infrastructure 

promised to deliver unprecedented economies of scale. In to-

day’s enterprise IT model, applications exposed as services need 

to be integrated seamlessly with other applications distributed 

across the network to generate the best operational effi cien-

cies. Messaging-oriented middleware is at the heart of enabling 

seamless or “effortless” integration between a business’s core 

assets: its applications and data residing on the network.

However, integrating multi-vendor applications with diverse 
infrastructure and legacy applications is a daunting task. In a 
recent report –a leading analyst reports that Global 3500 fi rms 

will spend an average of $6.4 million each in 2007 on Service Oriented 
Integration and process management budgets, and less than 35% of 
the projects come in on time and on budget. So why are SOA project 
schedules so unpredictable? Incumbent fi rst-generation SOA solutions 
consist of a patchwork of point products that are struggling to meet the 
performance, scalability, fl exibility, and security demanded by modern 

distributed business applications. In contrast to an age of irrational 
exuberance, throwing more hardware and customized software at the 
problem is no longer a viable option for most businesses. Since early 
2003, the Enterprise Service Bus (ESB) has emerged as a standards-
based Services Orchestration Platform, typically built on a distributed 
peer-to-peer service-grid architecture that enables high-performance, 
scalable, and affordable SOA solutions. 
 A distributed Enterprise Service Grid typically consists of the fol-
lowing server components: 
• Enterprise Server (ES): The ES forms a centralized repository for 

security policies, business process confi guration and logs, moni-
toring, debugging facilities, and reusable services 

• Peer Servers (PS): These lightweight servers can be installed on 
handheld devices as easily as on back-end enterprise servers. 
With a local store-and-forward service, PSs enable a peer-to-peer 
data transport thereby generating huge economies of scale 

• MQServer: A standards-based JMS messaging server that 
supports an arbitrary number of PSs communicating with an 
arbitrary number of ESs – thereby enabling a brokered peer-to-
peer services orchestration platform in which control informa-
tion fl ows through a centralized server (the ES) while data fl ows 
concurrently between connected Peer Servers (PSs). 

• Services Orchestration Tools: A set of developer-centric tools 
that enable the composition, governance, monitoring, debug-
ging, and creation of reusable services.

• Built-in Adapters: ESBs typically include hundreds of available 
pre-built adapters for packaged as well as legacy applications.

 The distributed architecture of a modern Enterprise Service 
Grid provides ease of use and real-time responses from integrated 
services as discussed in the rest of this article.

Scaling Enterprise SOA 
                       Deployments 

The benefi ts of a service-grid architecture 
powering next-generation SOA deployments

DEPLOYMENT

WRITTEN BY ATUL SAINI
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Scaling Enterprise SOA 
                       Deployments 

Scalable Performance
 Applications and data are the lifeblood of a business. Faced with 
dynamically changing customer, partner, and supplier require-
ments, businesses need to integrate a large number of applications 
– exposed as services – in multiple data formats across dispersed 
geographic locations. Traditional middleware integration solutions 
consist of Business Process GUIs hooked into a distributed services 
layer as shown below. 
 An arbitrary number of standalone applications can be inte-
grated to represent a workflow that could model, for instance, a 
financial transaction processing package. The hub-and-spoke mes-
saging middleware also uses standards-based protocols (TCP/IP, 
HTTP, and others) to process and manage the messages supporting 
a set of workflows.
 All messaging traffic between distributed services consisting of 
control and data packets must traverse the HUB – also referred to 
as an Integration Server (IS). As traffic requirements scale, the IS 
becomes a performance bottleneck and a single point of failure. IS 
clusters can help create redundancies that increase availability – at 
a high cost of increased complexity and money. Most IS clusters 
rely on multicast mechanisms to relay messages. The multicast 
mechanism is very inefficient in terms of bandwidth use, especially 
when delivering certified/guaranteed messages – as demonstrated 
in several benchmarks. While composing services into composite 
applications remains the key value of an SOA solution, underlying 
hub-and-spoke architectures are weak in delivering scalable perfor-
mance and guaranteed message delivery at high rates.
 The Brokered Peer-to-Peer architecture of a modern distributed 
Service-Grid platform provides near-linear scalable performance 
at highly affordable costs. The distributed Service-Grid architecture 
splits up data traffic among an arbitrary number of lightweight peer 
servers and controls the traffic with enterprise servers support-
ing all centralized functions. An Enterprise Service Grid Network 
consists of Peer Servers (PS) connected to a set of Enterprise Servers 
(ES) via a JMS messaging backbone as shown in Figure 2.
 As seen in Figure 2, the distributed peer-to-peer architecture of 
an Enterprise Service Grid provides several benefits:
1) Store and Forward. Peer Servers (at $1k/each) with their local 

store/forward mechanisms and a micro-messaging server enable 
fine-grain control over the performance scalability of data traffic

2) Enterprise-Class Backbone. JMS-compliant MQ servers typically 
support over 10,000 messages/sec and a 
large number of concurrent connections 
thereby providing a very scalable enter-
prise-class messaging backbone. With a 
dual-redundant configuration that sup-
ports failover, the MQ backbone deploys 
an arbitrary number of PS (data traffic) 
and ES (control traffic) at very affordable 
costs. This provides a build-as-you-grow 
scalability model with no downtime or 
added complexities.

3) Enterprise Servers (ES) are constantly 
updated with all control traffic from any 
of the PS peers. The MQServer arbitrates 
between outgoing traffic from the ES to 
the PS servers and performs many-to-
one de-multiplexing for this traffic. The 
JMS-compliant MQServer also typically 
supports sophisticated load-balancing 

algorithms such as round robin, weighted round robin, and Intel-
ligent Load Balancing (ILB) – to provide the efficient use of all PS 
and ES deployments in the system. The distributed Service-Grid 
architecture inherently provides for a highly scalable perfor-
mance envelope. SOA architects can achieve very fine-grained 
control to match their performance requirements without trading 
off scalability or reliability goals as measured by the following 
parameters:
• Number of messages per second (aggregate throughput through 

the system)
• Size of the messages (5KB, 100KB, 1MB, 5MB)
• Number of concurrent applications/users supported
• Messaging Quality of Service (MQOS): delivery class (normal v/s 

guaranteed delivery)
• MQOS: Total Latency (total application-to-application latency 

via Integration Servers)

 A Service Grid Peer Network consisting of two ES and a handful 
of PS servers can deliver on-par performance of 100-500 messages/
sec at a fraction of the cost of traditional hub-and-spoke-based 
solutions as shown in Figure 3.
 Peer-to-Peer Service Grids deliver unprecedented levels of through-
put, capacity, and MQOS, easily outscoring the nearest competitors by 
a factor of 10x. When performance benchmarks are normalized to the 

Figure 2: A ESB peer network consisting of servers (ES and PS) and MQ transport
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Figure 2: ESB Peer Network consisting of Servers (ES and PS) and MQ transport 

As seen in Figure 2 above, the distributed Peer-to-Peer architecture of an Enterprise Service Grid 
provides several benefits: 

1) Store and Forward. Peer Servers (at $1K/each) with their local store/forward 
mechanisms and a micro-messaging server enable fine-grain control over performance 
scalability of data traffic

2) Enterprise-Class Backbone. JMS compliant MQ servers typically support over 10000 
messages/sec and a large number of concurrent connections thereby providing a very 
scalable, enterprise-class messaging backbone. With a dual-redundant configuration that 
supports fail over, the MQ backbone enables deploying an arbitrary number of PS (data 
traffic) and ES (control traffic) at very affordable costs. This enables a build-as-you-grow 
scalability model with no downtimes or added complexities 

3) Enterprise Servers (ES) are constantly updated with all control traffic from any of the PS 
peers. The MQServer arbitrates between outgoing traffic from the ES to the PS servers 
and performs a many-to-one de-multiplexing for this traffic. The JMS-compliant 
MQServer typically also supports sophisticated load-balancing algorithms such as round-
robin, weighted round-robin and the Intelligent Load Balancing (ILB) – to provide efficient 
usage of all PS and ES deployments in the system. 

The distributed Service-Grid architecture inherently provides for a highly scalable performance 
envelope. SOA architects can achieve very fine-grained control to match their performance 
requirements without trading off scalability or reliability goals as measured by the following 
parameters: 

o P2P Data Transfers 
o Local Store & Forward 
o Local Security 
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XSLT Email

ChatAdapters 

MQServer (JMS Messaging Transport) 

o Services Repository 
o MetaData & DB Control 
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o Monitoring & Debug  
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Brokered (ES) Peer-to-Peer (PS) Service Grid Network

Figure 1: Traditional hub-and-spoke messaging architectures
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Scalable Performance

Applications and Data are the lifeblood of a business. Faced with dynamically changing customer, 
partner and supplier requirements, businesses need to integrate a large number of applications – 
exposed as services - in multiple data formats across dispersed geographic locations. Traditional 
middleware integration solutions consist of Business-Process GUIs hooked into a distributed 
services layer as shown below. An arbitrary number of standalone applications can be integrated 
to represent a workflow that could model, for instance, a financial transaction processing 
package. The hub-and-spoke messaging middleware also uses standards based protocols 
(TCP/IP, HTTP, others) to process and manage the messages supporting a set of workflows. 

Figure 1: Traditional Hub-and-Spoke messaging architectures  

All messaging traffic between the distributed Services consisting of control and data packets must 
traverse the HUB - also referred to as an Integration Server (IS). As traffic requirements scale, 
the IS becomes a performance bottleneck and a single point of failure. IS clusters can help create 
redundancies that increase availability – at a high cost of increased complexity and budgets. 

Most IS-clusters rely on multicast mechanisms to relay messages. The multicast mechanism is 
very inefficient in terms of bandwidth usage, especially when delivering certified/guaranteed 
messages – as demonstrated in several benchmarks [1]. While composing Services into 
composite applications remains the key value of an SOA solution, underlying hub-and-spoke 
architectures are weak in delivering scalable performance and guaranteed message delivery at 
high rates. 

The Brokered Peer-to-Peer architecture of a modern distributed Service-Grid platform
provides a near-linear scalable performance at highly affordable costs. The distributed Service-
Grid architecture enables the splitting up of data traffic amongst an arbitrary number of lightweight 
peer servers, and control traffic with enterprise servers supporting all centralized functions. An 
Enterprise Service Grid Network consists of Peer Servers (PS) connected to a set of Enterprise 
Servers (ES) via a JMS messaging backbone as shown in Figure 2 below. 
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cost of software (and in some cases, the minimum hardware required), 
a P2P Service Grid delivers even higher returns on investment in the 
performance benchmarks as seen in the plot in Figure 3.

(1) Indicates a total cost of ($1k/PS * 20 + $25k/ES = $45k)
(2) Indicates a total cost of ($1k/PS * 10 + $25k/ES * 2 = $60k) and 

provides a failover configuration in case of an ES failure.
(3) Indicates an average cost of ($300k x 3 x 2 = $1,800k) with three 

Integration Servers to provide an on-par performance of 100-500 
messages/sec.

High Availability
 System-level high availability is a function of the availability of its 
components. While evaluating SOA platform solutions, it’s imperative 
that each of the SOA solution components is designed for and enhanc-
es the overall availability ratings with complete failover capabilities:
• Distributed Processes (GUIs that help compose and deploy work-

flows, any local store-and-forward data queues and associated 
software, distributed hardware)

• Messaging backbone
• Adapters to various applications
• Service-level failover (It should be possible to relaunch a failed 

service on a different machine in the case of distributed architec-
tures for business/Web Services)

 The distributed P2P Service Grid architecture enables clear vis-
ibility at each of the component levels of an SOA infrastructure 
solution as listed above and shown in Figure 4.
 The brokered peer-to-peer architecture of an Enterprise Service 
Grid enables any PS to designate another as its secondary or tertiary 
backup in case of failure. Mechanisms built into each PS monitor 
the health of its hardware and ensure that in case of hardware fail-
ure, all completed and pending transactions failover to the desig-
nated secondary transparent to the applications themselves.
 Control traffic from a PS – for example, the creation and registra-
tion of a new service in the workflow – is immediately sent to mul-
tiple ESes via the MQ messaging backbone. Each ES has its own data 
store – unlike hub-and-spoke solutions that have shared data stores 
between Integration Servers. In case of an ES failure, a designated 
secondary ES transparently takes over its functionality, with no loss 
of transaction-level details.
 The MQ messaging backbone that includes intelligent load 
balancing of messaging traffic and supports both the ES and PS 
instances, is itself built as a redundant system to support failover. 
Thus, the Enterprise Service Grid enables a self-healing network of 
peers that protect against any component-level failure.
 Traditional hub-and-spoke architectures in contrast necessitate 
replicating expensive Integration Servers to achieve reliability through 
redundancy. Even the touted “Federated Integration Servers” from 
TIBCO or the “Distributed Peer-to-Peer” solutions from IBM rely on 
shared memory implementations that become a single point of failure. 
Increasing reliability raises costs and complexities dramatically, which 
in turn can adversely affect overall performance and scalabilities.
 Experience with a variety of customer implementations shows 
that the Enterprise Service Grid’s self-healing networks offer the 
highest levels of affordable reliability under various real-world op-
erational scenarios.

Security
 Messaging middleware is a critical component of any enterprise’s 
overall security policy framework. Messages in transit between par- Figure 6: Distributed peer-to-peer IT asset management system
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development languages (including Java, C, C++ and C# in most typical cases), and deploy these 
Services over the Service-Grid network as intelligent software agents to assist in automating the 
management of several IT tasks. 

Consider, for example, a set of SMTP and Pop/iMAP dual-redundant servers as shown in Figure 
6 (next page). Incoming emails are stored in disk space on the SMTP servers. In the event of a 
disk failure, these email messages need to be restored. Dual-redundant servers can provide for 
message backup; however, the mechanism with several scripts is process intensive, and a 
complexity overhead for IT staff. A more robust and easier alternative is to deploy PS agents on 
the SMTP servers and write service-based composite applications for failure recovery. 

IT engineers can leverage the local store/forward of the Service Grid peer servers to save email 
messages that are not yet committed to a failed disk. Since the Service Grid peers are capable of 
real-time data transfers, these messages can be stored within the PS queues without being 
stored on the SMTP server disks. The distributed PS network can be thus leveraged to implement 
failover in a less complex manner. 

This simple idea can be extended to solve several fail-over issues throughout an IT-stack. If the 
SMTP servers in the example above were substituted with Storage or Networking devices, the 
Enterprise Service Grid can power sophisticated – and yet simple to use – IT management 
networks.  

Figure 6: Distributed Peer-to-Peer IT Asset Management System 

The Enterprise Service Grid’s built-in security support at the Service, PS, ES and transport levels 
enables its applicability to solving a wide variety of distributed problems. PS daemons installed on 
machines inside and outside corporate firewalls, as seen in Figure 6, can help with standards-
based remote monitoring, deployment and debugging tasks.  

Mainstream collaborative applications can utilize the Service Grid as an integration and 
administration platform by building distributed application-specific services and adding to their 
Services Palette containing reusable services. The widespread adoption of a single platform and 
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Security 
Messaging middleware is a critical component of any enterprise’s overall security policy 
framework. Messages in transit between participating publishers and subscribers need to be 
secure and tamper-proof. Messages stored in local queues need to be secured as well. 
Messages once consumed need not be stored and should be purged from all databases that 
could be vulnerable to inspection by malicious agents. 

An Enterprise Service Grid can be easily integrated into a wide range of security policies as 
shown below. 

Figure 5: Easy integration and support of overall security policies with a Service Grid 

An Enterprise Service Grid’s Security and Governance policy includes empowering security 
administrators to limit access and control of a business process at the user, service, and 
component levels. Fine-grained security support enables a seamless security implementation 
inside and outside corporate firewalls. Messages can be securely transported using HTTPS and 
SSL protocols (client and server-side certificates and authentication supported). Security 
certificates can be stored redundantly in multiple Enterprise Servers (ES) across the Enterprise 
Service Grid network. 

Extensibility 

An SOA solution requires a vast array of reusable services and adapters. Adapters are software 
programs that deal with translating data stored in proprietary formats for applications such as 
PeopleSoft, Oracle DB and SAP – into standards for data transport such as XML. Initiatives such 
as JCA and JBI (Java Business Integration) have enabled standards to demystify adapter issues. 
Incumbent integration solutions that build on hub-and-spoke architectures and adapters to 
integrate applications can only position themselves as extending with their adapters – deeper into 
the Integration space. 

In contrast, integration is only one of several areas of application with an Enterprise Service Grid 
in an enterprise deployment. An IT-staff can write Enterprise Services easily in a wide variety of 

Access Control & Authorization 

 (1) User-level  
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 (5) ES – Enterprise Level 
+ Transport-level (SSL) 
+ Certificates & access (LDAP) 

PS

ES ES

PS
PS

PS

Service-1 Service-2 

Service-3 

Service-4 

Business Process: A 1

2

3

4

5

MQ (JMS) Messaging Server 

Figure 4: Enterprise Service Grid system components supporting overall high 
availability

     

6

� Distributed Processes (GUIs that help compose and deploy workflows, any local store-
and-forward data queues and associated software, distributed hardware) 

� Messaging backbone  
� Adapters to various applications 
� Service-level fail-over (It should be possible to re-launch a failed service on a different 

machine in the case of distributed architectures for business/web-services) 

The distributed P2P Service Grid architecture enables clear visibility at each of the component 
levels of an SOA infrastructure solution as listed above and shown in Figure 3 below. 

Figure 4: Enterprise Service Grid system components supporting overall high availability 

The brokered peer-to-peer architecture of an Enterprise Service Grid enables any PS to 
designate another as its secondary or tertiary backup in case of failure. Mechanisms built into 
each PS monitor the health of its hardware and ensure that in case of hardware failure, all 
completed and pending transactions fail-over to the designated secondary transparent to the 
applications themselves.  

Control traffic from a PS - for example, the creation and registration of a new service in the 
workflow - is immediately sent to multiple ES’s via the MQ messaging backbone. Each ES has its 
own data-store – unlike hub-and-spoke solutions that have shared data-stores between 
Integration Servers. In case of an ES failure, a designated secondary ES transparently takes over 
its functionality, with no loss of transaction-level details. 

The MQ messaging backbone that includes intelligent load-balancing of messaging traffic and 
supports both the ES and PS instances, is itself built as a redundant system to support fail-over. 
Thus, the Enterprise Service Grid enables a self-healing network of peers that protect against any 
component-level failure. 

Traditional hub-and-spoke architectures in contrast necessitate replicating expensive Integration 
Servers to achieve reliability through redundancy. Even the touted “Federated Integration 
Servers” from Tibco or the “Distributed Peer-to-Peer” solutions from IBM rely on shared memory 
implementations that become a single point of failure. Increasing reliability raises costs and 
complexities dramatically, which in turn can adversely affect overall performance and scalabilities. 

Experience with a variety of customer implementations shows that the Enterprise Service Grid’s 
self-healing networks offer the highest levels of affordable reliability under various real-world 
operational scenarios. 
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� Number of messages per second (aggregate throughput through the system) 
� Size of the messages (5KB, 100KB, 1MB, 5MB) 
� Number of concurrent applications/users supported 
� Messaging Quality of Service (MQOS): delivery class (normal v/s guaranteed delivery) 
� MQOS: Total Latency (total application-to-application latency via Integration Servers) 

A Service Grid Peer Network consisting of two ES and a handful of PS servers can deliver on-par 
performance of 100-500 messages/sec at a fraction of the cost of traditional hub-and-spoke 
based solutions as shown in Figure 3.  

Figure 3: Scalable Performance with an ESB versus traditional EAI solutions 

Peer-to-Peer Service Grids deliver unprecedented levels of throughput, capacity and MQOS, 
easily outscoring the nearest competitors by a factor of 10X. When performance benchmarks are 
normalized to the cost of software (and in some cases, the minimum hardware required), a P2P 
Service Grid delivers even higher returns on investment for the Performance benchmarks as 
seen in the plot in Figure 3 above. 

(1) Indicates a total cost of ($1K/PS * 20 + $25K/ES = $45K) 
(2) Indicates a total cost of ($1K/PS * 10 + $25K/ES * 2 = $60K) and provides a failover 

configuration in case of an ES failure. 
(3) Indicates an average cost of ($300K x 3 x 2 = $1800K) with three Integration Servers to 

provide an on-par performance of 100-500 messages/sec. 

High Availability 

System-level high availability is a function of the availability of its components. While evaluating 
SOA platform solutions, it is imperative that each of the SOA solution components is designed for 
and enhances the overall availability ratings with complete fail-over capabilities: 

� Centralized Repositories (Configuration, Monitoring, Logs and Debugging data-stores, 
Governance policies, other centralized functions and tasks) 
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ticipating publishers and subscribers need to be secure and tamper-
proof. Messages stored in local queues need to be secured as well.
 Messages once consumed don’t have to be stored and should be 
purged from all databases that could be vulnerable to inspection by 
malicious agents. An Enterprise Service Grid can be easily integrat-
ed into a wide range of security policies as shown in Figure 5.
 An Enterprise Service Grid’s security and governance policy 
includes empowering security administrators to limit access and 
control to a business process at the user, service, and component 
level. Fine-grained security support enables a seamless security 
implementation inside and outside the corporate firewalls. Mes-
sages can be securely transported using HTTPS and SSL protocols 
(client- and server-side certificates and authentication supported). 
Security certificates can be stored redundantly in multiple Enter-
prise Servers (ES) across the Enterprise Service Grid network.

Extensibility
 An SOA solution requires a vast array of reusable services and 
adapters. Adapters are software programs that deal with translating 
data stored in proprietary formats for applications such as People-
Soft, Oracle DB, and SAP – into standards for data transport such 
as XML. Initiatives such as JCA and JBI (Java Business Integration) 
have enabled standards to demystify adapter issues. Incumbent 
integration solutions that build on hub-and-spoke architectures and 
adapters to integrate applications can only position themselves as 
extending with their adapters – deeper into the integration space. In 
contrast, integration is only one of several areas of application with 
an Enterprise Service Grid in an enterprise deployment. IT staff can 
write Enterprise Services easily in a wide variety of development 
languages (including Java, C, C++, and C# in most cases), and deploy 
these services over the Service-Grid network as intelligent software 
agents to assist in automating the management of several IT tasks.
 Consider, for example, a set of SMTP and Pop/iMAP dual-redun-
dant servers as shown in Figure 6. Incoming e-mails are stored in disk 
space on the SMTP servers. In the event of a disk failure, these e-mail 
messages need to be restored. Dual-redundant servers can provide for 
message backup; however, the mechanism with several scripts is pro-
cess-intensive and a complexity overhead for IT staff. A more robust 
and easier alternative is to deploy PS agents on the SMTP servers and 
write service-based composite applications for failure recovery.

 IT engineers can leverage the local store/forward of the Service 
Grid peer servers to save e-mail messages that aren’t committed to 
a failed disk yet. Since the Service Grid peers are capable of real-
time data transfers, these messages can be stored in the PS queues 
without being stored on the SMTP server disks. So the distributed 
PS network can be leveraged to implement failover less complexly.
This simple idea can be extended to solve several failover issues 
throughout an IT-stack. If the SMTP servers in the example above 
were substituted with storage or networking devices, the Enterprise 
Service Grid can power sophisticated – and yet simple-to-use – IT 
management networks.
 The Enterprise Service Grid’s built-in security support at the 
service, PS, ES and transport levels enables its application in solv-
ing a wide variety of distributed problems. PS daemons installed on 
machines inside and outside corporate firewalls, as seen in Figure 
6, can help with standards-based remote monitoring, deployment, 
and debugging tasks. 
 Mainstream collaborative applications can use the Service Grid 
as an integration and administration platform by building dis-
tributed application-specific services and adding to their services 
palette containing reusable services. The widespread adoption of a 
single platform and reusable services leads to dramatic savings in 
total cost of ownership (TCO) across enterprise solutions.

Summary
 A leading analyst estimates that the Global 3500 will spend an 
average of $6.4 million each on their SOA projects in 2007. Further, 
according to Gartner, 65% of these projects take longer and can cost 
more than the projected budgets. One of the key reasons for this 
unpredictability and expensive costs is the weak hub-and-spoke 
messaging architecture powering the SOA projects. Modern Enter-
prise Service Grids, with their brokered peer-to-peer architecture 
offer the next generation of efficiencies, ease of use, and savings for 
a wide array of distributed computing projects including the SOA 
market as summarized in Table 1.    

About the Author

Atul Saini is CEO and CTO of Fiorano Software Inc. Under his leadership, Fiorano has emerged 

as a recognized leader in the standards-based integration middleware business.

atul@fiorano.com

Strategic Requirements Service Grid: Architecture-Level Sustainable Advantages Incumbent architecture-level
weaknesses

Scalable Performance Data: Peer-to-peer scalability within the Peer Servers ($1k/each)
Control: Real-time replication of centralized information in Enterprise 
Servers ($25k/each)
Messaging backbone: JMScompliant MQ with built-in loadbalancing and 
support for over 10000 msg/sec; amenable to be clustered as needed.
NET: Fine-grained control over data and control messaging traffic with 
near-linear scalability in performance

Data and Control routed on a hub-and-spoke architec-
ture. Even solutions claiming to be
distributed architectures rely on shared memory 
semantics at the Integration server levels
– thereby limiting scalability and performance.

High Availability Self-healing ESB Network ensures a 24xForever level of availability built-
into the distributed network at no additional cost.

Requires redundant Integration-servers adding to
the costs and management/deployment complexities

Security Role-based security with fine-grain access control at the user, workflow, 
host (machine hosting the workflow) and individual service levels

Weak security models, difficult to integrate into enter-
prise security policy frameworks

Extensibility Integration is only one of the potential areas of application. Enterprise 
Service Grid’s are being considered for solving fail-over issues in routine 
IT management tasks, as well as deploying a variety of new solutions 
within an enterprise via flexible composite applications.

Limited to Integration usage.

Table 1: Architecture-level benefits summary with an Enterprise Service Grid versus leading-edge SOA alternatives leading-edge SOA alternatives
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Few topics evoke more groans and eye rolling from software 

engineers and Web developers than the dreaded “TESTING.” 

Testing falls into the same category as documentation, refactor-

ing code, dusting, and visiting the dentist. Put it off until the 

last minute, do as little as possible, do it quickly, and move on 

to something else. I must confess that I have the same visceral 

reaction to the thought of ‘testing’ as others do. Consequently, 

I approached the prospect of reviewing a testing tool with the 

loathing of visiting the dentist. I was very relieved to discover 

that Parasoft’s SOAtest 5.0 took a lot of the pain, frustration, 

and busy work out of the testing experience.

Parasoft’s SOAtest 5.0 is a comprehensive testing and analysis 
tool suite tailored to the unique testing and validation needs 
of Service Oriented Architectures. It supports functional test-

ing, scenario-based testing, stress testing, client testing with a mock 
service, and a whole range of validation capabilities (XML Schema, 
WSDL, WS-Security, BPEL, etc.). SOAtest 5.0 then further supports 

the creation and automated execution of regression test suites. It 
supports a broad range of SOA specifi cations and standards, and is 
designed from the ground up to support the dynamic and evolving 
nature of service-oriented systems. 

Getting Started with SOAtest 5.0
 Installing SOAtest was a breeze. The process is as follows:
• Run the setup executable from media or by downloading it from 

www.parasoft.com,
• Follow the on-screen prompts.
• Decide if you want to set up SOAtest as a Windows service.

 Once the software is installed, you’re ready to begin using SO-
Atest. The fi rst time that you launch the software, you’ll be prompt-
ed either to input your individual license information or point to an 
available license server.
 After providing licensing information, you will be confronted 
with an option to create a New Project, Open an Existing Project, 
or access the SOAtest Tutorial. The tutorial is well-written and pro-
vides a nice tour of the tool’s major features.

Creating Test Cases
 Tests can either be created individually or as a part of a larger 
test suite. The tool seems to drive you toward creating test suites 
rather than individual tests, which is nice for reuse, organization, 
and best of all – regression testing a collection of tests. SOAtest 
supports the creation of test suites from a wide range of sources 
including:

Testing...
  1...2...3...
  Testing

A review of 
SOAtest 5.0
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• Web Services Description Language (WSDL) files 
• Business Process Execution Language (BPEL) files 
• Universal Description, Discovery & Integration (UDDI) registry 

end-points
• Web Services Inspection Language (WSIL) files 
• BEA Aqualogic Enterprise Repository end-points

 The test suite creation wizard will ask you to designate a file, 
URL, or end-point to query and also ask you to designate what 
tests you want to create. Upon completing the wizard, you’ll have 
a whole set of tests automatically generated and ready-to-run as is 
or customized prior to execution.

Functional Testing
 I was very impressed with the functional verification testing 
capabilities. SOAtest supports the following functional verification 
features:
• Check schema validity against a WSDL
• XML-aware diff engine that flags only true XML structure changes
• Surgical inclusion/exclusion of XML message elements in the 

verification process via XPATH (see Figure 1)
• A graphical rules engine for managing assertions

 Every one of these features is enabled through simple intuitive 
menu options, dropdown lists, check boxes, and XML tree struc-
tures. The interface is simple to navigate and although there’s a 
wealth of options, they’re organized to avoid the feeling of being 
overwhelmed.
 Executing one or more functional tests multiple times based on 
an external data set (database or spreadsheet) was another feature 
that I sought out. SOAtest came through in this area as well sup-
porting the ability to point at a data source (CSV, Excel, relational 
databases, etc.) and run through a battery of tests that pull values 
out of the data source and send service requests containing the 
extracted data values. This lets you define a single test case or suite 
of tests and then automatically test the full range of data values that 
the test case needs to support without creating additional tests for 
each value.

Testing with Mock Services
 In a truly test-driven environment, I’d create service interfaces 
and corresponding suites of test cases before any implementa-
tion code is developed. Although this is good in theory, without a 
supporting toolset, it’s not very realistic. SOAtest provides all the 
capabilities needed to support this kind of development model. 
When creating a new project/test suite, simply point the tool at 
a WSDL file and check the “Generate Server Stubs” radio button. 
The server stubs will run on SOAtest’s embedded Tomcat server 
and let you create and run testing scenarios before you’ve written 
a single line of implementation code. This way, when you’re ready 
to implement the service interfaces, you have a defined a suite of 
tests for verification. This helps to control the scope (when you 
meet all the tests, stop working) and provides one or more test 
suites that can be incorporated into automatic regression testing 
(see below) to ensure that functionality isn’t compromised as the 
project progresses.
 Of all the features that I’ve worked with, I found the service 
mock-up process the most cumbersome. The other aspects of 
SOAtest were intuitive and easy-to-work with, whereas I had to 
wrestle a while to get the mock service capability working on 

Figure 1: You can use XPATH to surgically select what portions of an XML mes-
sage you want to include in the validation.

Figure 2:Testing results can be displayed graphically through summary and 
detailed reports

Figure 3: SOAtest provides a simple GUI for configuring service design and 
development policies

PRODUCT REVIEW
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anything other than the tutorial walk-through. In the end, the 
functionality of this capability was excellent, albeit a bit difficult 
to initially configure.

Regression Testing
 Running your tests once is nice. Running your tests regressively 
is better. Running your tests regressively and automatically at night 
is divine. SOAtest supports all three scenarios. Any of the test suites 
that you define in a SOAtest project can be converted to regression 
test suites. Furthermore, using XPATH you can selectively indicate 
which portions of the test cases may change from test to test and 
which values should never change. Once you have a set of regres-
sion tests that you’re happy with, SOAtest provides a command-line 
mechanism to kick off your test suites automatically. Thus in an 
agile, continuous integration environment you can run regression 
testing at night, at lunch, or every hour on the hour to ensure that 
you find bugs early and often.

Reporting
 SOAtest provides several reporting features (auto-generated 
reports for nightly regression tests, on-demand, detailed summary 
reports for test suites, and WS-I interoperability reports). I found 
the quality and readability of the reports developed by SOAtest to 
be quite good. Figure 2 provides a snapshot of part of the SOAtest 
detailed report. The WS-I interoperability reports were pretty low 
quality, difficult to navigate, and provided information overload.  In 
fairness to SOAtest, those reports are copyrighted by WS-I and seem 
to be auto-generated by one or more WS-I tools. Consequently, 
I’m not sure that Parasoft has any control over the quality of these 
reports. Nonetheless, I would have liked a WS-I conformance report 
of the same quality and user-friendliness as the native SOAtest 
reports.

Advanced Testing Features
 The palette of testing and analysis features in SOAtest is ex-
tensive. In the interest of not filling up this entire magazine with 

feature descriptions, I’ll list several of the compelling features that 
I’ve not covered already:
- Scenario-based testing where subsequent test cases depend on 

data returned from previous test cases
- Stress/load testing your SOA and specifying Quality of Service 

parameters
- Testing non-XML services (JMS, MQ, TIBCO, EJB, REST, Binary, 

Text, etc.)
- Validate SOAP security using WS-Security (encryption, digital 

signatures, and authentication)
- Asynchronous service testing
- Custom scripting with Python, JavaScript, or Java

Drawbacks
 As I mentioned earlier, the mock service feature is a bit awk-
ward to work with initially. Also, the WS-I conformance report was 
not up to the same quality standards as the native SOAtest reports.  
With SOA’s strong integration and interoperability play, there are a 
lot of enterprises that have Java and other services that all need to 
be involved in the same business process and testing scenario.

Summary 
 In spite of my general dislike for software analysis and testing, 
I found Parasoft’s SOAtest 5.0 to be a well-designed tool that took 
a lot of the pain and work out of testing and validating a SOA. The 
tool isn’t perfect, but it is easily one of the best SOA testing tools 
that I’ve ever worked with.    

About the Author

Kyle Gabhart is a subject matter expert specializing in Service Oriented technologies who 
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  As the name suggests, a Service Oriented Architecture is one 

where application functionality is packaged as autonomous ser-

vices that adhere to industry standard interfaces (WSDL, SOAP), 

and the services are then deployed in an IT architecture that 

makes for their most effective use. 

The component services can be rapidly reused and compos-
ited, plugged and played as it were, to create new business 
offerings and they can be individually upgraded for increased 

business agility. However, to achieve the promise of a SOA it’s 
imperative that critical non-business logic-related functionality, the 
foremost of which is security, should also be provided and used as a 
service. And for this to occur it has to be externalized, accessed, and 
managed independently from the business logic-related services. 
 This article will address application security, specifically fine-
grained application access control or entitlements. The need to 
externalize and independently manage security is many:
1. The security context in which a component service will be execut-

ed will be a function of the composite service in which it will be 
invoked. It can’t be determined when the code for the component 
service is developed. If security that pertains to access, or who can 
use the service, is codified in the component service then this code 
will have to be modified to use the component service in differ-
ent environments or in different composite services, defeating the 
plug-and-play benefits that are a key driver for a SOA.

2. The owners, administrators, and specialists of an access policy 
are different from those developing the business logic of the 
component service. They are often in different organizational 

domains. Requiring that the access policy management be coded 
at the same time and in the same package as the business logic 
requires coordination that is unnecessary and inefficient.

3. Access policies need to be audited and checked outside of the 
service for purposes of compliance. Access policy auditing is 
required for the component service as well as for the compos-
ite service or business process in which the component service 
is invoked. Auditing requirements are important for corporate 
governance and compliance, but perhaps more importantly 
because in the pre-SOA world there were only a few, very limited, 
very controlled ways in which the application functionality could 
be used. However, in a SOA world the service can be invoked in 
very diverse and unanticipated ways. Auditing is a key tool to 
anticipate problems before they occur and locate the root cause 
of problems when they occur.

 In a well-designed SOA, access policy management is itself an 
important service, sometimes referred to as an infrastructure ser-
vice. This is in contrast to the component services and composite 
services that encode the business logic, sometimes referred to as 
business services.
 So what does externalizing access policy management from the 
component service really mean? The figure below depicts pre-SOA 
application functionality where security is managed in the business 
logic, moving to a SOA-compatible service version of the same busi-
ness logic with access policy administration, resolution, and audit-
ing externalized from the service and manifest as SOA-compatible 
infrastructure services themselves. In some cases the enforcement 
of the access policy will also be externalized from the service. 
Generally this won’t be possible and the service can get the access 
policy decision from the external security service and enforce the 
decision itself.

Security 
in a SOA
Key to achieving the 
plug-and-play goals of SOA

SECURITY

WRITTEN BY RAJIV GUPTA



March 2007  17  www.SOA.sys-con.com

Figure 1
 

 It’s less critical that access policy enforcement be manifest as a 
separate infrastructure service because it’s often tied very closely 
to the business logic and changes with the business logic, unlike 
access policy administration, auditing, or resolution which change 
at a different rate, at different times, and are owned by people other 
than the developers of the business logic.
 As an example consider the following:
• Component service: Order management.
• Access policy: An order can be entered only by people with the 

role of “broker.” An order can be updated only by the owner of 
the order or by a manager of the owner of the order. An order can 
be read by the owner of the order, a manager of the owner of the 
order, or by a subject with the role “reconcile.”

 In this case the developers of the order management service can 
focus purely on implementing the most efficient order management 
functionality. The access policy has to specify who can access the 
service and perform the function exposed by the order management 
service. The policy needs to be administered outside of the order man-
agement service, potentially by multiple independent people (more on 
that later). The access policy resolution needs to access the appropri-
ate contextual information, for example, accessing a central LDAP in 
which the roles of the users may be stored, or another in which the 
user-manager relationship may be stored, or a local database in which 
the order-owner relationship may be stored. The policy resolution will 
determine if the given request should be permitted or denied, and the 
policy enforcement will enforce that decision on the request.
 The benefit of separating the access policy administration, resolu-
tion, and audit from the component service is that the access policy 
can be changed to comply with changing security or compliance 
requirements without requiring any change or recoding of the com-
ponent service. For example, a Patriot Act rule might require that an 
order from a user with a certain attribute, say if he belongs to a set of 
identified organizations, with a value over a certain amount shouldn’t 
be permitted. Or a Sarbanes-Oxley rule might require that the duties 
between a broker and an administrator be segregated. Or a business 
situation such as M&A may require that the access policy be modified 
to permit access to users who have the role of broker in one system or 
account manager in another system. These changes, which are inde-
pendent of the business logic of the order management service can be 
effected by simply configuring a new or modified access policy and 
without requiring a change in the order management service itself.
 Conversely, a new more efficient order management service 
won’t require a recertification of the existing access policies. As 
the SOA deployment in an organization matures, the component 
services will be invoked in composite services that will determine 
part of the security context in which the invocation of the compo-
nent service will have to be checked. In the figure below the order 
management component service may be invoked in a “reconcile all 
day orders” composite service or in a new “compute commission” 
composite service.

 The access policy can take into account the context of the com-
posite service from which the component service is being invoked, 
who is initiating the composite service, etc. The order management 
component service can now be used in ways unanticipated at the time 
the service was developed, and the appropriate access policy can be 
administered, resolved, and audited without losing security or compli-
ance and without requiring any reworking of the component service.

Figure 2

 So where does one begin? 
 Begin by making sure that access policy management – adminis-
tration, resolution, auditing – aren’t embedded inside a component 
or composite service. If the application logic is developed in a stan-
dard container model, e.g., J2EE or .NET, then try to make the service 
resources that need to be protected be at the granularity of the 
container interfaces. If so, then the access policy enforcement can be 
performed by a standards-based interceptor that can be integrated 
into the application infrastructure stack without any change in the 
application code. This interceptor-based enforcer will permit or deny 
a service resource to be accessed by permitting or denying the cor-
responding container interface from being invoked. Similarly, if the 
application logic has a standard invocation model, such as SOAP, and 
the granularity of the resources being protected are at the granularity 
of the invocation interface then the access policy enforcement can 
be performed by a standards-based interceptor in the SOAP stack. 
The interceptors can be deployed as code that is co-resident with the 
business service or they can be a separate infrastructure service that 
is invoked from within the application code. Generally the applica-
tion code will invoke the policy resolution service over standard 
interfaces, e.g., XACML over SOAP, to get the access policy decision 
and will enforce the decision in the application code.
 A well-designed SOA that is truly loosely coupled with access 
policy administration, resolution, and auditing as standards-com-
pliant infrastructure services is depicted in the figure below. 

Figure 3
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 Unlike most other infrastructure services the Access Policy 
Resolution for fine-grained accesses or entitlements has con-
straints that dictate which particular instance of the Resolution 
service should be used. Since the access policy will be applied on 
every access and since the policy resolution may require mes-
sage context and other attribute information that is local to the 
business service, it’s likely that a relatively local instance of the 
resolution service will need to be invoked. It may be impractical 
from a performance, scalability, and availability point-of-view to 
use a centralized resolution service. Therefore it’s important that 
a practical and effective security infrastructure for a SOA permit 
distributed Access Policy Resolution through multiple distributed 
instances of the Resolution service.
 While this is the end state deployment architecture, how does 
one get there from here? What are some of the key operations and 
policy administration issues, and how does one deal with them? 
 Since there are many different owners of access policy for a 
given resource, e.g., component service administrator, compos-
ite service administrator, enterprise security and InfoSec teams, 
enterprise and LoB compliance teams, it’s imperative that the 
policy administration service has a rich and effective delegation 
capability. It’s critically important that the administration service 
not require all of these owners of access policy to coordinate their 
efforts or to have to come together and administer a single unified 
policy at the same time. Some of the conditions of the policy may 
need to be defined at different times. For example, the administra-
tor of the composite service may want to have a say in the access 
policy of the component service at a much later time than the ad-
ministrator of the component service will want to administer his 
say into the access policy of the component service. Similarly the 
compliance team will want to change the compliance aspects of 
the access policy, say an order initiator can’t be the order approv-
er, autonomously from the administration of the other aspects of 
the policy. In fact the compliance team will want the capability to 
change the policy to respond to a change in regulations without 
having to coordinate with the other administrators of access 
policy for a resource. In many instances it will be important from 
a checks-and-balances perspective that the administrators be dif-
ferent and independent.
 Depending on the role a person is playing, when the person logs 
into the administration service they should only be able to ad-
minister those aspects of access policy for a resource that they are 
permitted to administer. So the administration service itself needs 
to be entitled, and needs to have rich delegation capability. 
 Now if there are to be many autonomous administrators of policy 
and if they aren’t to be required to coordinate with each other, then 
it’s possible that the policies that they define will be in conflict with 
each other. For example the administrator of the reconcile day or-
ders composite service may specify a policy allowing access to the 
order management component service but the administrator of the 
order management component service may specify a policy that 
denies the access perhaps because the user on whose behalf the 
composite service is being initiated is also the approver of an order 
and this violates a segregation of duty policy at the order manage-
ment component service. Therefore the administration infrastruc-
ture service should anticipate and handle access policy conflicts. 
These conflicts should be resolved when the access using the most 
up-to-date dynamic information and the resulting policy decision 
are enforced on the resource access.
 A related and very important administration issue relates to 
user roles. Role-based access control (RBAC) or the use of roles 

in access policies is a very important way to manage accesses 
to resources. The benefits of RBAC are many and have been well 
documented in many excellent articles. The key driver for RBAC 
is ease of management – there are typically many fewer roles than 
there are users. Since the same user can be a member of multiple 
projects, each project can have its own access requirements, and 
since user-to-project and project-to-access mappings can change, 
roles are a powerful abstraction to manage and enable this flex-
ibility.
 Important as RBAC may be, when deploying a security infra-
structure service in a SOA (the security infrastructure service is 
more accurately a set of services – administration, resolution, and 
auditing – as mentioned earlier) role assignment can also be cause 
for paralysis. Whether deploying a SOA or not, many organizations 
first try to reconcile all roles across the enterprise in a top-down 
fashion. This is a long, painful, and largely futile exercise. There 
are a few enterprise-wide roles; most roles are resource-specific. 
Yes, you may be a “VP” in the corporate LDAP, but that by itself 
isn’t going to let you access the development version of a busi-
ness service. And that by itself shouldn’t let you administer the HR 
service.
 Each resource has its own notion of roles and what level of 
access should be allowed users with what roles. These resource-
specific roles in conjunction with global roles can be the basis of 
an effective RBAC solution. For example, an access policy may 
state that access to a business service is allowed to users who have 
a “controller” role in the enterprise LDAP or an “administrator” 
role in the service being protected. The access policies should al-
low global and service-specific user roles to be specified and used 
(user attributes in general, where a role is one form of attribute; 
others could be geography, organizational membership, employ-
ment status, etc.). The security administration service should also 
allow resource owners to specify, assign, and manage resource-
specific user attributes.
 Such distributed ownership and management of resource-spe-
cific user attributes is consistent with an unstated principle that 
underlines SOA: local control, global coordination. It’s not only 
necessary for the smooth functioning of a practical SOA, it also 
expedites getting to a state of meaningful and effective RBAC. Now 
instead of trying to reconcile all roles across the enterprise in a top-
down fashion and trying to keep them all consistent when user-to-
role or role-to-access mappings change, most role assignments are 
delegated to the resource owners who can define what they need 
for their particular resource and can administer and manage ap-
propriate changes at an appropriate pace. 
 In conclusion, a Service Oriented Architecture is more than sim-
ply packaging application functionality into business services that 
adhere to industry standard interfaces. It requires the externaliza-
tion of non-business logic-related functionality from the applica-
tions that have to be provided and used as a set of standards-com-
pliant infrastructure services. Security is a critical infrastructure 
service that is key to achieving the plug-and-play goals of SOA. If 
designed well it can abet the smooth operation and evolution of a 
SOA environment, and more importantly it can smooth the path to 
a SOA environment. If not, it can be the undoing of an otherwise 
sound SOA plan.    
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  The natural visualization of a business process is of boxes 

and arrows arranged in a tree-like formation. A large process 

with numerous conditional paths forms a rather expansive 

tree that can’t fir on a computer screen or printed page. If 

the process has loops, these are often represented as arrows 

pointing back to earlier boxes, resulting in an untidy graph 

structure. Although BPEL isn’t a visual process language, 

its XML representation can form code trees that are no less 

cumbersome. A receive inside a sequence inside a flow inside 

a switch inside a pick, even if properly indented, can make a 

coder see double.

This technique article shows how to model BPEL 1.1 processes 
in a special flat form that represents even the most onerous 
processes in just a few levels of structure. A process mod-

eled in this form, represented visually, more closely resembles a 
neat pile of sticks than a tree. Aesthetics aside, the flat approach is 
fundamentally better suited to SOA orchestration than the tree ap-
proach. Flat BPEL is good SOA.

Flat Credit Card Dispute
 To demonstrate the flat technique, let’s consider the (deliberately 
complicated) example of how a bank processes credit card disputes 
raised by its customers. The following is an English description of 
ACMEBank’s business process for disputes on its personal Visa cards:
• The Capture Stage: The customer submits a dispute over one of 

various channels (call center, Web, e-mail, mail, or fax) to ACME-
Bank. The bank makes a quick determination whether to reject 
the dispute outright (e.g., because it wasn’t submitted within 
60 days of its posted date), write it off (e.g., because the dollar 
amount of the transaction is below a certain threshold), request 
from the customer supporting documentation (e.g., receipts), or 
pass it to one of the bank’s dispute specialists for further inves-
tigation. At any time at this stage the customer may cancel the 
dispute. The goal of this stage is either to capture the dispute 
completely or to dispense with it.

• The Investigation Stage: The dispute specialist examines the fully 
captured dispute, and may reject it, write it off, proceed with a 
chargeback (i.e., take the disputed amount back from the mer-
chant), or request a sales draft from the merchant to investigate its 
validity (and ask the customer for clarification if the draft appears 
valid). The happy path culminates in a chargeback decision.

• The Chargeback Stage: ACMEBank charges back the transaction 
and credits the customer’s account. The merchant bank may, 
in turn, accept the chargeback or represent the transaction (i.e., 
present the charge again), at which point an ACMEBank dispute 
specialist determines whether to charge back a second time, 
write off, or reject. In rare cases, the dispute is brought to arbitra-
tion before the Visa association.

Chopping Down 
Trees:How 

To Build 
Flatter 
BPEL 
Processes

BPEL

WRITTEN BY MICHAEL HAVEY
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 Figure 1 is the natural, naïve tree representation of this process. 
(The figure is a box-and-arrows diagram that matches the XML 
structure of BPEL code. For simplicity’s sake, sequences are omitted 
from the diagram. Events are shaded.) The top-level structure is 
straightforward: the logic for each stage is enclosed in a large outer 
block (a scope in the Capture stage, picks for Investigation and 
Chargeback). The process begins when it gets a dispute submit-
ted over a customer channel (receive CustChannel Submitted), 
and then enters into the scope for the Capturing stage, whereupon 
it assigns the dispute for investigation to operations (invoke Ops 
pickup), which leads into the Investigating pick. The last steps are 
to submit the chargeback to the merchant bank (invoke DisputeNet 
Chargeback ) and handle the subsequent exchange with the mer-
chant (the Chargeback pick).
 The complexity is in the internals of the 
three stages. In the Capturing stage, for in-
stance, the logic to wait for documentation 
from the customer is a pick within a pick 
within a while within a scope. The scope 
defines a message handler that checks for a 
cancellation event (onMessage CustChan-
nel Cancelled) from the customer, which 
terminates the flow outright. The while 
loop that forms the body of the scope iter-
ates until the dispute has been completely 
captured. The loop first assigns the dispute 
for assessment to an operations person 
(invoke ops pickup), and then waits for the 
operator’s response in a pick. The operator 
can respond in one of four ways, modeled 
as four onMessage handlers in the pick. Of 
the four, one handler completes the loop 
(onMessage Ops ChargedBack) and leads 
into the next stage, two terminate the pro-
cess with immediate outcomes (onMessage 
Ops Rejected, onMessage Ops WrittenOff), 
and the final (onMessage Ops DocsRe-
quested) sends a request to the customer 
for documentation (invoke CustChannel 
UpdateRequested) before transition-
ing to the innermost pick, which gets the 
customer’s documentation (onMessage 
CustChannel Updated), thereby complet-
ing the loop’s current iteration; next time 
around, the operator might decide that 
enough information exists for the dispute 
to be considered completely captured. The 
other two stages are no less onerous, each 
defining five levels of picks.
 The process is designed in the style of 
a procedural program. The flow is deep 
and meandering. Activities are lost in the 
machinery of control structures. The most 
important steps in a BPEL process are its 
partner interactions (receives, onMessage 
handlers and invokes), but in this process 
they are scattered about the flow. Conse-
quently, it’s hard to determine how faithfully 
this process honors its contract with its 
partners; it’s hard to see the orchestration in 

this process. Is ACME communicating properly with its customers 
and with merchants? It’s hard to answer this question without shak-
ing the tree.
 The tree version of the disputes process is no straw man. Most 
business processes today are constructed in this fashion, largely 
because process designers lack process design sophistication. Busi-
ness analysts, not surprisingly, understand the business problem 
domain but don’t draw rigorous flowcharts. Technical designers, 
who are handed business analyst process diagrams in the transi-
tion from the requirements to the development stage, work mainly 
at hardening the process and plugging holes. They don’t reshape or 
introduce patterns; processes remain procedural. Technical design 
perpetuates the bad practices of business analysis. Ironically, many 

Figure 1: Dispute process in tree form
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of these designers write beautiful state-of-the-art services: their Java 
or C# is impeccable, but they aren’t strong at designing processes 
around these services.
 The flat style of process design recommended in this article 
kills two birds with one stone. On the one hand, it encourages 
flat processes organized around partner interactions rather than 
procedural control structures. On the other hand, the emphasis on 
partner interactions is a purer expression of SOA orchestration than 
the alternative tree approach. 
 The trick is to conceive of the process as the state machine of 
some entity, observed from the point of view of the participant that 
manages the process — e.g., a credit card dispute for ACMEBank, 
a claim for an insurance company, a purchase order for a supplier. 
Transitions between states are triggered by inbound events from 
other partners: receives, picks, and handlers. The process performs 
actions either during a transition or when a state is entered or 
exited. The most significant actions from an SOA perspective are 
invokes in which the current participant calls other participants, 
possibly triggering state changes in them too. Once the states, tran-
sitions, and actions of the state machine are understood, the BPEL 
process flow is easy to develop.
 The state machine of an ACME dispute, drawn as a state dia-
gram, is shown in Figure 2 and Figure 3. The first figure depicts 
the top-level view. The three stages of the disputes process are 
modeled as three states: Capturing, Investigating, Charging Back. 
Capturing is the initial state, triggered by the event Cust Submit. 
Rejected, Written Off, Cancelled, Won, and Lost are final states in 
which the processing of the dispute is complete. Capturing, In-
vestigating, and Charging Back have sub-states shown in Figure 3. 
The Capturing state, for example, begins in the Initially Captured 
state, and moves to the Awaiting Docs state on the Need Docs 
transition. Awaiting Docs, in turn, transitions to Examining Docs 
on Cust Update, and moves back to Awaiting Docs if more docs 
are needed (Need Docs). The dispute can be rejected, written off, 
or declared captured in either the Initially Captured or Examining 
Docs states. In any of the states, the customer may cancel (Cust 
Cancel). 
 Figure 4 is a visual representation of the flat BPEL process. The 
process begins with an initial event (receive CustChannel Submit-
ted) that starts up the machine. The main logic is a switch within 
a while. Each iteration of the while handles one state: it enters 
the state, performs any entry actions, and waits for the next event 
to transition to the next state. The while runs for as long as the 
machine is active; when a final state is entered, it sets the Boolean 

variable Continue to false to stop the loop. The switch inside the 
while has cases for each top-level state (for readability, these boxes 
are shaded and have a thick border); the current state is identified 
by the process variable state, whose initial value is Capturing. There 
are five top-level cases (Cancelled, Capturing, Investigating, and 
Charging Back have one case each, and Rejected, Written Off, Won, 
and Lost share the fifth). The three hierarchical states — Capturing, 
Investigating, and Charging Back — each have an internal switch 
with a case for each sub-state; they use the variables capturing-
State, investigatingState, and chargingBackState respectively to se-
lect the appropriate case. Transitioning out of a given state is mod-
eled with a pick, which receives one of multiple events, performs 
actions required to handle that event, and sets a state variable to 
advance the state. That state variable is either state (which advanc-
es to another top-level state), or capturingState, investigatingState, 
or chargingBackState (to advance to a different sub-state within the 
same top-level state). 
 To see the mechanics of this, consider Listing 1, an excerpt of 
the actual BPEL disputes process. (The complete code can be 
downloaded from http://webservices.sys-con.com/read/issue/ar-
chives/.) If the current top-level state is Investigating and its cur-
rent sub-state is FullyCaptured, the process first asks operations 
to pick up the dispute for investigation (invoke on line 54), and 
then uses a pick to wait for operations’ response. If the response 
is to reject (onMessage in line 56), the process sets the top-level 
state to Rejected (assign in lines 57-62), and on the next itera-
tion will jump to the top-level case for Rejected (line 33). If the 
response is to request documentation from the merchant (onMes-
sage on line 80), the process keeps the top-level state as is, but 
sets the sub-state to AwaitingDraft (assign in lines 81-86); on the 
next iteration, the process will jump to the AwaitingDraftcase (line 
92).
 Although there are several levels of hierarchy in the flat ap-
proach (transitions on a sub-state, for example, are modeled in 
a pick within a switch within a switch within a while), there is 
an upper bound on the number of levels. State machines, even 
hierarchical ones like the dispute machine, are comparatively flat; 
even the most complex actors seldom require more than three 
levels of state. If companies paid for their processes by the level, 
meandering tree processes would exceed their budget quickly, 
whereas flat processes would incur a predictable charge up-front 
but stay on budget. Flat processes would also pass an SOA audit 
with flying colors, because in the flat structure states, transitions, 
and actions are easy to find.

Figure 2: Top-level state diagram for dispute 
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Handling Concurrency and Other 
Conversion Tips
 Table 1 provides some tips on how to 
map, element-by-element, existing BPEL 
processes to the flat form. The disputes ex-
ample presented above demonstrates most 
of these tips. 
 Concurrency is a notable exception. 
In BPEL, concurrent execution of activi-
ties is modeled with a flow activity. There 
are two sorts of flows: those that merely 
perform a set of actions in parallel and 
those that model what state machine guru 
David Harel calls orthogonal states (or a 
set of states that apply to the same entity 
simultaneously). The former type is easily 
accommodated in the flat approach: the 
flow construct is simply embedded in the 
logic of a particular state or transition. The 
latter type contains transitions (receives, 
waits, or picks), and thus affects the shape 
of the state machine. In the latter case the 
flat approach of modeling state as a single 
switch within a while breaks down, because 
it assumes states are mutually exclusive. 
Two possible design approaches are to flat-
ten the flow into mutually exclusive form, 
or to explicitly build the logic to support 
orthogonal states.
 A good example is presented in the Voting 
process presented in the BPMN specifica-
tion. In the “Collecting Votes” part of this 
process, three main activities occur in 
parallel: a moderated e-mail discussion, a 
moderated conference call, and the collec-
tion of votes. A visual representation of the 
BPEL implementation recommended in the 
spec is shown in Figure 5. 
 The model shown in the figure, which 
features a disconnected set of e-mail activi-
ties (Invoke Moderate Email Discussion, 
despite appearances, is closely related to 
the sequence Wait for 6 Days and Invoke 
Email Deadline Notice) and a time-based 
exception to break an infinite while loop, is 
obscure to say the least. The overall mean-
ing is clearer when represented as a state 
machine with orthogonal states, as shown 
in Figure 6. According to the diagram, the 
voting procedure has, simultaneously, a 
conference call state, an e-mail state, and a 
voting state. 
 Figure 7 is a BPEL representation in a 
variation of the flat form in which the set of orthogonal states is a 
flow, and each of the orthogonal states is a while within the flow. 
Notice that each while has its own internal state-transition struc-
ture; each while is a little state machine, running in parallel with the 
state machines of peer states. 
 The flow, of course, is encompassed within the overall while-
switch structure of the larger state machine, the same overall struc-
ture used in the disputes example.

  Although this representation has expressive power, it’s complex 
— much more so, in fact, than the obscure but barren implementa-
tion from the BPMN spec! An alterative is to flatten the structure, 
reducing the voting cycle to three mutually exclusive states, as shown 
in Part (a) of Figure 8. In Collecting Votes Not Started all the setup 
work is done, which includes starting timers whose expiration events 
will lead to major transitions later on. Most of the time is spent in the 
state Collecting Votes, and of its four transitions, three are self-transi-

Figure 4: Dispute process in flat form

Table 1: Mapping tree to flat

BPEL Features Usage in Flat

Receive, Pick, Wait, Handlers Model as transition events.

Invoke, Reply Keep as transition or state actions. 

Sequence, Switch, While Keep smaller instances if they work as state or transition actions. Break 
up larger instances as part of the overall transformation.

Assign and process variables. Keep manipulations of business-meaningful data. Replace existing 
control flow data (e.g., flags to control switch or while) with state-
related data.

Scope Scoped handlers might signify “group” transitions. 

Throw, Compensate Treat as “group” transitions.

Flow Treat with care, as discussed in the article.

BPEL
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Listing 1 BPEL “Flat” Code Snippet
001 <process>
002  <variables>
003   <variable name=”state” type=”ns2:string”/>
004   <variable name=”capturingState” type=”ns2:string”/>
005   <variable name=”investigatingState” type=”xsd:string”/>
006   <variable name=”chargingBackState” type=”xsd:string”/>
007   <variable name=”loopContinue” type=”ns2:boolean”/>
008   AND OTHERS
009  </variables> 
010  <sequence>
011   <receive partnerLink=”client” operations=”submitted” />
012   <assign name=”initVars”>
013    <copy>
014     <from expression=”string(‘Capturing’)”/> <to variable=”state”/>
015    </copy>
016    <copy>
017     <from expression=”string(‘InitiallyCaptured’)”/> 
018     <to variable=”capturingState”/>
019    </copy>
020    <copy>
021     <from expression=”string(‘FullyCaptured’)”/> 
022     <to variable=”investigatingState”/>
023    </copy>
024    <copy>
025     <from expression=”string(‘ChargedBack’)”/> <to variable=”char
                                                      gingBackState”/>
026    </copy>
027    <copy>
028     <from expression=”true()”/><to variable=”loopContinue”/>
029    </copy>
030   </assign>
031   <while condition=”bpws:getVariableData(‘loopContinue’)=true()”>
032    <switch name=”topStateSwitch”>
033     <case condition=”bpws:getVariableData(‘state’)=’Rejected’  or 
034                      bpws:getVariableData(‘state’)=’WrittenOff’ or 
035                      bpws:getVariableData(‘state’)=’Won’ or 
036                      bpws:getVariableData(‘state’)=’Lost’”>
037      <sequence>
038       <invoke partnerLink=”client” operation=”completed” />
039       <assign name=”setDone”>
040        <copy>
041         <from expression=”false()”/><to variable=”loopContinue”/>
042        </copy>
043       </assign>
044      </sequence>
045     </case>
046     <case condition=”bpws:getVariableData(‘state’)=’Capturing’”>
047      OMITTED
048     </case>
049     <case condition=”bpws:getVariableData(‘state’)=’Investigating’”>
050      <switch>
051       <case condition=
052        “bpws:getVariableData(‘investigatingState’)=’FullyCaptured’”>
053        <sequence>
054         <invoke partnerLink=”ops” operation=“pickup”/>
055         <pick>
056          <onMessage operation=”rejected” partnerLink=”ops”>
057           <assign name=”setState”>
058            <copy>
059             <from expression=”string(‘Rejected’)”/>
060             <to variable=”state”/>
061            </copy>
062           </assign>
063          </onMessage>
064          <onMessage operation=”writtenOff” partnerLink=”ops”>
065           <assign name=”setState”>
066            <copy>
067             <from expression=”string(‘WrittenOff’)”/>
068             <to variable=”state”/>
069            </copy>
070           </assign>
071          </onMessage>
072          <onMessage operation=”chargedBack” partnerLink=”ops”>
073           <assign name=”setState”>
074            <copy>
075             <from expression=”string(‘ChargingBack’)”/>
076             <to variable=”state”/>
077            </copy>
078           </assign>
079          </onMessage>
080          <onMessage operation=”requestedDocs” partnerLink=”ops”>
081           <assign name=”setState”>

082            <copy>
083             <from expression=”string(‘AwaitingDraft’)”/>
084             <to variable=”investigatingState”/>
085            </copy>
086           </assign>
087          </onMessage>
088         </pick>
089        </sequence>
090       </case>
091       <case condition=
092        “bpws:getVariableData(‘investigatingState’)=’AwaitingDraft’”>
093        <sequence>
094         <invoke partnerLink=”net” operation=”requestDraft”/>
095         <pick>
096          <onMessage operation=”draft” partnerLink=”net”>
097           <assign name=”setState”>
098            <copy>
099             <from expression=”string(‘ExaminingDraft’)”/>
100             <to variable=”investigatingState”/>
101            </copy>
102           </assign>
103          </onMessage>
104          <onAlarm ...>
105           <assign name=”setState”>
106            <copy>
107             <from expression=”string(‘ChargingBack’)”/>
108             <to variable=”state”/>
109            </copy>
110           </assign>
111          </onAlarm>
112         </pick>
113        </sequence>
114       </case>
115       <case condition=
116        “bpws:getVariableData(‘investigatingState’)=’ExaminingDraft’”>
117        OMITTED
118       </case>
119       <case condition=
120        “bpws:getVariableData(‘investigatingState’)=’AwaitingCustOn
                                                        Draft’”>
121        OMITTED
122       </case>
123       <case condition=
124        “bpws:getVariableData(‘investigatingState’)=’ExaminingCust
                                                        OnDraft’”>
125        OMITTED
126       </case>
127       <otherwise>
128        <throw name=”throwUp” faultName=”bpws:selectionFailure”/>
129       </otherwise>
130      </switch>
131     </case>
132     <case condition=”bpws:getVariableData(‘state’)=’ChargingBack’”>
133      OMITTED
134     </case>
135     <case condition=”bpws:getVariableData(‘state’)=’Cancelled’”>
136      OMITTED
137     </case>
138     <otherwise>
139      <throw name=”throwUp” faultName=”bpws:selectionFailure”/>
140     </otherwise>
141    </switch>
142   </while>
143  </sequence>
144 </process>
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tions whose occurrence keeps the machine 
in the Collecting Votes state. The machine 
moves to its final state, Collecting Votes 
Complete, when the voting period ends. The 
BPEL implementation, shown in Part (b), has 
the same overall while-switch form as the 
disputes example. The self-transitions in the 
middle state are a poor man’s concurrency, 
preserving the requirement that events that 
impact the state machine can arrive concur-
rently, in unpredictable order.
 Concurrency is a delicate subject, and 
the flattening heuristic does not work in 
all cases. The moral of the example is to pre-
serve the spirit of flat even when faced with 
the challenge of orthogonal states.  
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      The role of a reference architecture for housing would be to 
identify abstract solutions to the problems of providing housing. 
A general pattern for housing, one that addresses the needs of its 
occupants in the sense of, say, noting that there are bedrooms, 
kitchens, hallways, and so on is a good basis for an abstract refer-
ence architecture. The concept of eating area is a reference model 
concept, a kitchen is a realization of eating area in the context of 
the reference architecture.

 The goal of this reference model is to define the essence of 
service-oriented architecture and emerge with a vocabulary and a 
common understanding of SOA. It provides a normative refer-
ence that remains relevant for SOA, irrespective of the various and 
inevitable technology evolutions that will influence SOA deploy-
ment. 
 The concepts and relationships defined by the reference model 
are intended to be the basis for describing reference architectures 
and patterns that will define more specific categories of SOA de-
signs. Concrete architectures arise from a combination of reference 
architectures, architectural patterns, and additional requirements, 
including those imposed by technology environments.
 Again, abstraction, one is an instance(s) of the other, if I under-
stand this correctly. I urge you to download and read this 31-page 
document to get some additional details. Also, get involved, if you 
like. I always love the comeback from standards bodies that deal 
with criticism and debate around the concepts they put forward: “If 
you don’t like it, join us and change it.” Can’t argue with that. 

 I would, however, recommend that OASIS make this a bit easier 
to understand for the typical end user, as I stated before. Again, 
perhaps provide published use cases for the RM and RA, and 
thus make the notion a bit more consumable. I’ll consider this an 
open-ended definition for now, so please send your use cases and 
I’ll write columns about them here. In essence, how the reference 
architecture and model will be used in a sentence. 
 You have to give them an A for effort, but you can see where the 
debates are going to pop up. It’s really a matter of understanding, a 
marketing issue really. I understand different levels of architectural 
abstractions, but what is really needed is a reference framework or 
model, and a set of steps to figure out how to build something that’s 
proper for your problem domain. I’ve been building that recently, 
and I’m happy to map them back to this reference model if it makes 
sense for the project. The use cases out there are like snowflakes, 
and one size, or one model, does not fit all. You have to account for 
that within all this formality. 
 However, to be fair, if you Google “SOA Reference Model” or 
“SOA Model,” or things of that nature, you’ll find that most SOA 
vendors and consulting organizations have their own SOA (refer-
ence) models, SOA frameworks, SOA roadmaps, or SOA reference 
architectures. They are a bit different than what OASIS is proposing, 
but again, they’re looking to solve the same sets of problems.
 My best advice is to leverage the architecture, models, roadmaps, 
or frameworks that will work best for you. At the end of the day, I 
think clarity of approach will win over complexity, as long as you 
can do that without diminishing the value.  
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SOA has been aggressively hyped by the IT industry as a 

technology that can – and does – change the very nature of 

business. In recent times – as you well know – the Internet 

was a similar technology – and as with the Internet, we at IBM 

actually believe the hype to be true. 

SOA has come on the scene in a big way in the past few 
years. But hype alone isn’t what’s causing the huge stir. It’s 
because those who’ve started using SOA have discovered a 

huge benefi t: fl exibility. Let me put it this way: Before SOA, to have 
fl exibility, a company might have needed to deploy and integrate 
20 different software applications. After SOA, it mightn’t need to 
build 20 isolated applications but only one instead – which, on a 
dime (both literally and fi guratively), it can reconfi gure 20 different 
ways to meet the imperatives of changing market conditions. That’s 
fl exibility.
 Which begs the question: What’s SOA? Without getting too 
technical, SOA is a technology that “decomposes” your software ap-
plications into their elemental parts – parts that you can rearrange, 
very fast, to create new applications. Thanks to open standards 
in both business and technology – standards that IBM along with 
the industry-at-large has relentlessly fought for in recent years 
– these components can be combined with those of your partners, 
customers, and suppliers. You can therefore create these super-ap-
plications, a composite of functionality, across companies and even 
industries, to develop entirely new kinds of business. 
 Suddenly, your IT is no longer an inhibitor to innovation. Fulfi ll-
ing its promise to you, it’s an enabler. And I can tell you that even 
now, early in its life, SOA is shaking up companies and industries. 
 We recently examined several leading-edge SOA projects cover-
ing 11 different industries that in one way or another exhibited 

the recognizable pattern of consequences and benefi ts that the 
most acute observers predicted for SOA. Here, I’ll talk about them 
briefl y. 

The network effect: Dominant suppliers and buyers, appreciat-
ing the simplicity and ease of SOA, can command their partners 
to follow suit. If these partners don’t then they can lose these vital 
relationships. Consider what happened with radio frequency 
identifi cation (RFID) a few years ago. An important buyer, con-
vinced of its advantages, deployed it and compelled its network of 
suppliers to do so too. We have every reason to believe that SOA 
– with benefi ts at least as signifi cant as those of RFID – will unfold 
the same way. 

Intensifi ed competition: Perhaps the most profound repercus-
sions will occur in the competitive arena. SOA will likely intensify 
competition between existing competitors, and conceivably – out 
of seemingly nowhere – usher in new ones. SOA will do this by 
eliminating the traditional barriers to entry. When “services” are im-
prisoned inside proprietary applications, they can be prohibitively 
expensive to duplicate. But when – through SOA – standards-based 
services are made generally available, new players can tap them 
just as easily as established players. This means that the barriers to 
entry in an industry will no longer be technical and costly. They’ll 
be only imagination, creativity, and nerve – qualities in no short 
supply among millions of hungry entrepreneurs. 
 Is this utopia, or just a level playing fi eld? If you take the logic 
to its extreme, you can easily envision a global economy in which 
standards-based services will be available to everyone, and those 
who come out on top will be the ones who assemble and reas-
semble these services in the most creative ways in response to – or 
better yet, in anticipation of – emerging business opportunities. 
In this sense, SOA can be seen as an expeditor of the more perfect 
competitive equality to which markets are always tending. The 
Internet in its fi rst incarnation spawned many new competitors 
– eBay, Amazon, and Google, to name a few – mainly because it 
let people connect to machines (and information) in entirely new 
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ways. This next incarnation – SOA – will let machines connect to 
other machines in entirely new ways – spawning yet another wave 
of innovative business designs and companies.
 Those are some pretty big picture ideas, and I think they’ll give 
you the sense that you had better SOA-enable your infrastructure to 
be able to participate in this new economic order. But where exactly 
do you start – and though SOA might suit many if not most compa-
nies, how can you be sure that it suits yours? 
 There’s a great deal of detail on all this in a white paper, but here 
are guiding principles in brief. To get started: 
1. Focus on a real business problem (preferably one with revenue 

potential) 
2.  Start small 
3. Find skills 
4. Think long-term (in other words, don’t “go” big. Just “think” big) 

 This last point is exceedingly important, for, as we discuss in 
a companion white paper, SOA – a practical guide to measuring 
return on that investment, the real payoff from SOA comes when, 
after you endow your infrastructure with it, you keep creating 
powerful new applications at comparatively little cost. Think of it as 
modular, or atomic, business.
 And what kinds of companies most benefit from SOA. Well, con-
sider these attributes: 
1. An extensive dynamic set of trading partners 
2. Multiple software applications and interfaces 
3. Products and services with a large IT component 
4. Frequently changing business processes 
5. IT capability as a defining characteristic 

6. The presence in your network of a buyer or supplier with dispro-
portionate power 

 At least in our experience as a business partner to thousands of 
firms around the world, this list, to one degree or another, defines 
most of them. One misconception afoot is that small companies 
probably don’t need SOA – because, it’s alleged, their infrastructure 
isn’t nearly as complex as larger firms’. That might be true, but to 
tap into the galaxy of service components increasingly available, 
they’ll need SOA themselves. It’s their ticket to broader integration 
– an opportunity to act big just as the first wave of the Internet of-
fered. I’ll amend the above list to declare this, unabashedly: there’s 
really no firm out there that doesn’t need SOA. Again, like the Inter-
net, SOA will become a sine qua non to participate in your network, 
your industry, and the overall economy. 
 Remember, SOA is an investment in flexibility. Any good business 
strategy involves flexibility, and SOA, because it liberates the full 
potential of your IT by making it modular and more flexible, is at 
the enabling core of that strategy. I guarantee you that if your enter-
prise, no matter the size, isn’t thinking about how to do SOA today, 
your competition is – maybe not your largest competitor now, but 
your future industry leader.   
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  Here we’re going to show a FastSOA mid-tier service and data 

caching architecture applied in three real-world scenarios. The 

scenarios show how to accelerate SOA performance and miti-

gate performance problems through mid-tier service caching, 

native XML persistence, and mid-tier data transformation, ag-

gregation, and federation.

Three Use Cases and the FastSOA Pattern

FastSOA is an appropriate solution for SOA performance and 
scalability challenges. Each use case shows how pure XML 
technology used in the mid-tier mitigates and solves perfor-

mance and scalability problems and delivers flexibility unavailable 
with object and relational technology. While there are many (some-
times contradictory) definitions of SOA, 
most software developers and architects 
recognize and support SOA as a pattern 
built around consumers, services, and bro-
kers. Figure 1 shows this relationship.
The basic SOA patterns make sense for 
developers building services, Web Services, 
and composite applications and data servic-
es. The pattern lets a consumer who makes 
a request to learn the location and interface 
message schema of a service. The consumer 
binds to the service by sending a request 
message. The service returns a response 

message to the consumer’s request. The service makes its location 
known by publishing the ontology of its functions and interface 
message schema to the broker. SOA is an abstract architecture 
— for instance, SOA doesn’t define a specific protocol such as SOAP 
in the Web Services standard — but most SOA designs use XML as 
the message format between consumer, broker, and service.
 To understand the SOA pattern in practice, we’ll look at three 
scenarios and show how FastSOA solves scalability, performance, 
and flexibility challenges in each.
• Accelerating service interface performance and scalability
• Improving SOA performance to access services
• Flexibility needed for Semantic Web, service orchestration, and 

services dynamically calling other services

Scenario 1: Accelerating Service Interface Performance & 
Scalability
 Suppose a business operates a parts ordering service. The service 
provides a Web browser user interface to enter a new order and 

learn the status of an existing order. Behind 
the UI is a SOAP-based Web Service using 
ebXML message schemas to track the status 
of the order from a vendor’s legacy inven-
tory system. The service stores orders and 
customer information in a relational data-
base. Figure 2 illustrates a typical use case. 
 The use case begins with a customer 
placing an order. The service validates the 
order against the current inventory to make 
sure the part being ordered is in the parts 
catalog. The service stores the order until 
the company consolidates all the orders 

 Solve Performance 
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in a nightly batch process with the parts vendor. The service ends 
the use case by checking the status of the order. Figure 3 illustrates 
an n-tier architecture often recommended in Java development to 
implement a parts ordering service.
 The architecture divides into three parts: A presentation tier, an 
application tier, and a data tier. The presentation tier uses a Web 
browser with AJAX and RSS capabilities to create a rich user inter-
face. The browser makes a combination of HTML and XML requests 
to the application tier. Also at the presentation tier is a SOAP-based 
Web Services interface so a customer system can access the parts 
ordering functions. At the application tier, an Enterprise Java Bean 
(EJB) or plain old Java object (POJO) implements the business logic 
to respond to the request. The EJB uses a Model, View, and Control-
ler (MVC) framework — for instance, Struts or Tapestry — to re-
spond to the request by generating a response Web page. The MVC 
framework uses an object/relational (O/R) mapping framework 
— for instance, Hibernate or Spring — to store and retrieve data in a 
relational database.
 There are three problem areas that cause scalability and perfor-
mance problems when using Java objects and relational databases 
in XML environments. Figure 4 illustrates these problems.
 Using the Java/relational architecture leads to performance and 
scalability problems as the XML messages grow in complexity and 
size.
•  XML/Java mapping requires increasingly more processor time as 

XML message size and complexity grow.
•  Each request operates the entire service. Many times the user will 

check order status sooner than any status change is realistic. If 
the system kept track of the most recent response’s time-to-live 
duration then it wouldn’t have to operate all of the service to 
determine the most previously cached response.

• The vendor application requires the request message to be in 
XML form. The data the EJB previously processed from XML into 
Java objects now has to be transformed back into XML elements 
as part of the request message. Many Java-to-XML frameworks 
— for instance, JAXB, XMLBeans, and Xerces — require proces-
sor-intensive transformations. These frameworks challenge 
developers to write difficult and complex code to do the transfor-
mation.

•  The service persists order information in a relational database 
using an object/relational mapping framework. The framework 
transforms Java objects into relational rowsets and does the joins 
among multiple tables. As object complexity and size grow, many 
developers have to debug the O/R mapping to improve speed and 
performance.

 To give you an idea of the extent of the problem, consider the 
performance advantage of using native XML technology to respond 
to service requests. Figure 5 contrasts the performance difference. 
The results in Figure 5 contrast native XML technology and Java 
technology to implement a service that gets SOAP requests. The 
test varies the size of the request message among three levels: 68 
kilobytes, 202 kilobytes, and 403 kilobytes. The test measures the 
roundtrip time it takes to respond to the request at the consumer. 
The test results are from a server with dual-Xeon 3GHz processors 
running on a gigabit-switched Ethernet network. The code was 
implemented in two ways:
1. FastSOA technique. Uses native XML technology to provide a 

SOAP service interface. Raining Data TigerLogic’s XML query 
(XQuery) engine was used to expose a socket interface that gets 

Figure 2: A typical use case for a parts ordering service

Figure 3: Building the parts ordering service using a domain pattern

Figure 4: The source of scalability and performance problems – all that map-
ping and transformation

Figure 5: Contrasting service interface performance between techniques
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the SOAP message, parses its content, and assembles a response 
SOAP message.

2. Java technique. Uses the SOAP binding proxy interface genera-
tor from a popular commercial Java application server. A simple 
Java object gets the SOAP request from the binding, parses its 
content using JAXB-created bindings, and assembles a response 
SOAP message using the binding. The results show a 2-2.5 times 
performance improvement when using the FastSOA technique to 
expose service interfaces. 

 The FastSOA method is faster because it avoids many of the 
mappings and transformations that are done in the Java bind-
ing approach to work with XML data. The greater the com-
plexity and size of the XML data, the greater the performance 
improvement. 
 FastSOA is equally applicable to improving the performance 
of SOA application requests that require access to data. FastSOA im-
plements a mid-tier cache to commonly accessed data. Caching is a 
powerful and proven technique for database systems. For instance, 
RDBMS tools vendors perform caching strategies at three points in 
an SOA environment, as illustrated in Figure 6. 
 In the presentation tier, a Web cache provides cached data to Java 
Server Faces (JSF) dynamic pages. At the application tier, caching at 
the object/relational mapping (ORM) and in the connection layer 
to the relational database (RDBMS) is recommended using an in-
memory cache. Caching in this environment works well to mitigate 
relational performance problems. 
 These caching techniques should, but don’t, take advantage of 
the unique features of XML data. Many SOA XML messages include 

a time-to-live value in the message itself. This gives the cache 
intelligence about the lifetime of data that’s usually unavailable 
in generic data caching approaches. To achieve this, cache intel-
ligence requires a programming language and persistence engine of 
its own. 
 Figure 7 shows a FastSOA architecture using native XML technol-
ogy to provide a service interface, accelerate service performance 
by caching response data, and implement flexible and rapidly 
changed policies to operate the cache engine.
 The advantage to using the FastSOA architecture as a mid-tier 
service cache is its ability to store any general type of data, as well 
as its strength in quickly matching services with sets of complex 
parameters to determine efficiently when a service request can be 
serviced from the cache. The FastSOA mid-tier service cache archi-
tecture does this by maintaining two databases.
• The service database holds the cached message payloads.For in-

stance, the service database holds a SOAP message in XML form, 
an HTML Web page, text from a short message, and binary from a 
JPEG or GIF image.

• The policy database holds units of business logic that look into 
the service database contents and make decisions on servicing 
requests with data from the service database or passing through 
the request to the application tier. For instance, a policy that gets 
a SOAP request validates security information in the SOAP header 
to validate that a user can get previously cached response data. 
In another instance, a policy checks the time-to-live value from a 
stock market price quote to see if it can respond to a request from 
the stock value stored in the service database.

 FastSOA uses the XQuery data model to implement policies. The 
XQuery data model supports any general type of document and any 
general dynamic parameter used to fetch and construct the docu-
ment. Used to implement policies, the XQuery engine lets FastSOA 
efficiently assess common criteria of the data in the service cache, 
and the flexibility of XQuery allows for user-driven fuzzy pattern 
matches to efficiently represent the cache.
 FastSOA uses native XML database technology for the service and 
policy databases for performance and scalability reasons. Relation-
al database technology delivers satisfactory performance to persist 
policy and service data in a mid-tier cache provided the XML mes-
sage schemas being stored are consistent and the message sizes 
small. To understand this in greater depth, consider the following 
results from a comparison of native XML database technology to 
relational databases.
 The test runs multiple test cases where each test case varies the 
number of concurrent requests made to the database host and 
varies the size of the XML message. The test environment makes 
requests to a relational database and a native XML database. For 
the relational database the test used an XML CLOB field type. The 
use case is modeled around a mid-tier cache’s need to rapidly 
persist and query an unknown quantity of data with multiple and 
unknown schemas.
 The test environment monitors the time it takes to get a response 
at the consumer. The test produces a report showing transactions 
per second (TPS) at each level of concurrent requests and message 
payload sizes. Figure 8 shows a scalability index report for querying 
a database of stored XML documents. 
 In the query performance test, the native XML database starts at 
45TPS and goes up to 186TPS while the relational database stays at 
15TPS or less. Figure 9 compares performance characteristics while Figure 7: Using XML technology to provide service acceleration through caching

Figure 6: Mitigating relational performance through caching
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inserting XML documents into the data-
base. The insert document performance 
test shows that native XML database and 
relational database performances are evenly 
matched at 20 and 17TPS at the lowest num-
ber of concurrent requests. At 32 concurrent 
requests, the native XML database performs 
3.4 times (48TPS/14TPS) as many inserts 
than the relational database performs. 
 These results are not meant to knock 
relational database technology out of the 
running for XML persistence, because there 
are undoubtedly a large number of optimi-
zations that could be employed to improve 
performance. Instead, these numbers are 
meant to prepare you for the performance and scalability chal-
lenges in SOA environments that use an unknown variety of XML 
message sizes and schemas. 
 There’s no gatekeeper to the number and form of XML message 
schemas in an SOA environment. Mid-tier caching strategies need 
the best-performing and most flexible database available that can 
handle multiple and unknown message schemas and data formats. 
The benefits to a business running a FastSOA mid-tier service cache 
include:
• Fewer CPU licenses for commercial application servers
• Less network overhead
• Improved performance as compared with other mid-tier cache 

architectures
• Advanced SOAP in-line processing for a two-three times per-

formance improvement over binding proxies created with Java 
application server utilities

• More efficient relational-to-XML transformation processing

 The next scenario shows how FastSOA is used as a service data 
cache to improve data retrieval performance.

Scenario 2: Improving SOA Performance to Access Services 
 Imagine that a business operates a portal for employees to 
sign up for a retirement plan, medical insurance plan, and 
other programs. The portal application interfaces to an external 
database using a JDBC driver to retrieve company news. It also 
interfaces using REST protocols (XML over HTTP) for employee 
benefits data from the human resources service. The portal per-
mits single sign-in to these services by interoperating with the 
corporate directory using LDAP protocols. Figure 10 illustrates a 
typical use case.
 The use case begins with an employee signing in. The portal ap-
plication validates the user credentials. Validated users sign up for 
alerts to enable the system to send an email notification when new 
healthcare plans become available. The employee uses the portal 
to browse healthcare plans and choose a plan. The service ends the 
use case by confirming the plan choice.
 Figure 11 illustrates an architecture often recommended in the 
Java development community to implement the employee portal. 
The architecture divides into three portions: a presentation tier, an 
application tier, and a data tier. The presentation tier uses a Web 
browser with AJAX and RSS capabilities to create a rich user inter-
face. The portal application also presents data to systems in other 
departments using SOAP and Java interfaces. At the application 
tier, an Enterprise Java Bean (EJB) implements the business logic 

to respond to the request. The EJB interoperates with a relational 
database, security manager, and human resources service. Corpo-
rate mandates require the system to store the plans offered to the 
employees in its original XML form.
 This architecture puts a lot of emphasis on the EJB. The EJB must 
produce aggregated views of the healthcare plans according to the 
user’s position in the company. The views are assembled from XML 
data sources (the human resources system) and LDAP security 
provider.
 There are three problem areas that cause scalability, perfor-
mance, and developer productivity problems when using Java ob-
jects and relational databases in what is otherwise an XML environ-
ment in this scenario:
•  Slow object/relational mapping. The views from the aggregated 

XML services need to be mapped into objects and then mapped 
into relational rowsets. This requires a lot of coding and processing.

•  Every request accesses the services and database slowly. There 
are only so many types of employees. Yet the EJB assembles the 
views into the plan data each time a user requests a page.

•  Schema changes cause coding changes. Every change to the hu-
man resources system message schema requires you to be right 
back in the code for the EJB.

Figure 8: Comparing query performance between 
a native XML database and a relational database 
management system

Figure 9: Comparing insert performance

Figure 10: The employee portal use case

Figure 11: The employee portal built with Java and relational technologies
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 Figure 12 shows an architecture that uses XML-centric technol-
ogy to create aggregate views of data efficiently and rapidly from 
multiple data sources, accelerate data source performance by 
caching commonly used view data in the mid-tier, and implement 
flexible and rapidly changed policies to operate the data cache. 
 The mid-tier data cache stores XML, non-XML (such as binary), 
and other general types of data in two databases:
 Direct views database. Holds views of the data from upstream data 
source providers. For instance, when the human resources healthcare 
plan services go off-line, the mid-tier data cache still services the last avail-
able view of the data. In another instance, the EJB may need a healthcare 
plan using a more modern schema and the direct views database holds a 
transformed healthcare plan from the human resources service emitting 
plans in an older schema. The direct views database may hold an aggre-
gated view of two plans and an archive of how the plans have changed.
 Aggregate views database. Holds data views that are intelligently 
composed as data is served to the EJB. For instance, in the em-
ployee portal scenario the aggregate views database stores the most 
recent plans viewed, keeps a list of popular plans, and keeps a list 
of high-quality plans as ranked by employee feedback. The mid-tier 
data cache uses a set of policies to determine the contents of the 
direct and aggregate views databases. 
 Each policy holds the business logic to look into upstream data sourc-
es and make decisions on which data to update and how frequently. The 
policy system is efficient at processing the business logic and storing the 
resulting XML views of the data from its use of native XML technology. 

 Choosing the FastSOA architecture for a mid-tier data cache in this 
scenario delivers a way to mitigate XML schema migration problems, 
reduce the amount of object-to-relational-to-XML mapping and 
transformation, and provides off-line data browsing capability. All of 
this comes without requiring you to be back in the EJB writing code.
 The benefits to a business running a FastSOA mid-tier data cache 
include:
•  Direct and aggregated views of the data model
• Real-time and near-time access between data and application tiers
•  Two to 20 times performance advantage

 In the next scenario, we’ll show how FastSOA is used as a plat-
form for building high-performance and scalable dynamic services.

Scenario 3: Flexibility Needed for Semantic Web, Service Or-
chestration, and Services Dynamically Calling Other Services
 Over the past two years, the software development community 
has enjoyed a renaissance of creativity from new XML-based tech-
nology, including mashups (for instance, combining Google maps 
with photos from Flikr), AJAX for better user interfaces, and REST 
for easy application-to-application interoperability. 
 Much of this creativity pushes software development in the direc-
tion what Tim Berners-Lee espoused in the Semantic Web.
 When services communicate with other services, XML is the 
interoperability standard. FastSOA has much to offer a software 
developer working in an XML environment. Figure 13 illustrates an 
architecture that adds fast, efficient, and flexible XML capabilities 
to an otherwise Java and relational database architecture.
 The FastSOA architecture enables developers to write business 
logic using pure XML technology. The FastSOA architecture pro-
vides the XML interface to the existing Java and relational database 
systems. For instance, when a browser makes an XML request from 
an AJAX component, FastSOA gets the request, sees if the response 
is cached and still valid, and responds with the cached response. 
 If the request requires data provided by a Java object (in the EJB) 
then FastSOA makes a direct Java call to the object and method. Fast-
SOA as a service interface and component development environment 
for Semantic Web applications brings the following business benefits:
• 100% native XML environment
• Avoiding object/relational/XML mapping reduces need for expen-

sive application servers and network bandwidth
• Reduced software maintenance over time as message schemas

 These three use cases show where FastSOA is an appropriate 
solution for XML performance and scalability challenges. We saw 
how native XML technology used at the mid-tier mitigates and 
solves performance and scalability problems and delivers flexibility 
unavailable with object and relational technology. The following are 
the business benefits for FastSOA:
• Solves SOA scalability problems for fast throughput and good 

scalability
•  Works in existing infrastructure to avoid replacement costs
•  Easy to customize with enterprise business processes using 

XQuery-based components
•  Improves business agility and flexibility by maintaining interop-

erability and accelerating performance  

About the Author
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Figure 12: Implementing a data cache for aggregate views

Figure 13: FastSOA in a Semantic Web environment
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